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DETAILED ACTION 

L Claims 1-36 are pending. 

Claim Rejections - 35 USC § 102 

2. The following is a quotation of the appropriate paragraphs of 35 U.S.C 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent granted 
on an application for patent by another filed in the United States before the invention by the applicant 
for patent, except that an international application filed under the treaty defined in section 35 1(a) shall 
have the effects for purposes of this subsection of an application filed in the United States only if the 
international application designated the United States and was published under Article 21(2) of such 
treaty in the English language. 

3. Claims 1-18, 34-36 are rejected under 35 U.S.C. 102(e) as being anticipated by 
Malkin et al. 

In reference to claim 1 : 

Malkin et al. discloses an a Foreign agent supporting Mobile IP, a method of sending a 
registration request packet on behalf of a node that supports PPP but does not support 
Mobile IP, comprising: 

• Accepting a call from the node, where the node calls the RAS (Column 1, line 64 
- Column 2, line 1) (Column 2, lines 25-30) 
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• Receiving authentication information associated with a PPP authentication 
protocol from the node, the authentication information enabling a PPP node to be 
authenticated. (Figure 2a) 

• Obtaining a PPP node profile associated with the authentication information, the 
PPP node profile including registration information associated with the node that 
enables proxy registration to be performed by the Foreign Agent on behalf of the 
node, the registration information associated with the node identifying a Home 
Agent associated with the node, where the node profile is garnered from the TMS 
to determine if the Foreign Node has an account. (Figure 2a, Item 212) 
Registration information is then later associated with the node for proxy 
registration(Column 5, lines 1-20) , where the proxy acts to negotiation control 
protocols with the foreign agent. (Column 5, lines 40-45) 

• Composing a registration request packet including the registration information 
associated with the node. (Figure 2c, Item 232) 

• Sending the registration request packet to the Home Agent on behalf of the node. 
(Figure 2c, Item 232) 

In reference to claim 2: 

Malkin et al (Column 3, lines 40-45) & (Column 4, lines 15-20) discloses the method as 
recited in claim 1 , wherein the authentication information includes a user ID submitted by 
the node during PPP authentication. 
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In reference to claim 3: 

Malkin et al. (Column 4, lines 15-20) discloses the method as recited in claim 1, wherein 
the authentication information includes a password submitted by the node during PPP 
authentication. 

In reference to claim 4: 

Malkin et al. (Column 3, lines 30-45) discloses the method as recited in claim 1, wherein 
the PPP authentication is PAP or CHAP. 

In reference to claim 5: 

Malkin et al. (Column 4, line 58 - Column 5, line 20) discloses the method as recited in 
claim 1 , wherein the registration request packet includes an extension including the 
authentication information. 

In reference to claim 6: 

Malkin et al. discloses the method as recited in claim 1, wherein obtaining a PPP node 
profile comprises: 

• Composing a request packet for the node, the request packet including the 
authentication information. (Column 5, lines 1-5) 

• Sending the request packet to a server (Column 5, lines 20-27), the server being 
adapted for performing authentication and for storing a profile for one or more 
nodes supporting PPP. (Column 2, lines 40-48) 
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• Receiving a reply packet from the server, the reply packet including at least a 
portion of a profile for the node. (Column 5, lines 28-35) 

In reference to claim 7: 

Malkin et al. (Column 4, lines 23-28) discloses the method as recited in claim 6, wherein 
the server is a TACACS+ or a RADIUS server. 

In reference to claim 8: 

Malkin et al. (Figure 1) discloses the method as recited in claim 6, wherein the server is 
coupled to the Foreign Agent, where the server is the AS which is coupled to the Foreign 
Agent, the service provider network. 

In reference to claim 9: 

Malkin et al. (Figure 1) discloses the method as recited in claim 6, wherein the server is 
coupled to a Home Agent associated with the node, where the server, the AS, is coupled 
with the Home Network, which is coupled to the Remote note. 

In reference to claim 10: 

Malkin et al. (Column 3, lines 55-57) discloses the method as recited in claim 1, the 
information associated with the node further identifying a key to be shared between the 
Home Agent and the Foreign Agent, where the key to be shared is used to look up the 
profile in the TMS database in order to complete authentication. 
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In reference to claim 1 1 : 

Malkin et al. (Column 4, lines 45-60) discloses the method as recited in claim 1, the 
information associated with the node further identifying a service selection, the service 
selection indicating that PPP service is normal PPP service, mobile IP service, or proxy 
module, where the service selection is identified by the permitted protocols. 

In reference to claim 12: 

Malkin et al. discloses the method as recited in claim 11, wherein composing the 
registration request packet is performed in response to obtaining the PPP node profile in 
which the service selection indicates that PPP service is proxy module IP service, where 
the node profile is first obtained (Column 4, lines 40-60) and then once user 
authentication is successful, the registration request packet is composed. (Column 4, 
lines 60-67) 

In reference to claim 13: 

Malkin et al. (Column 5, lines 20-28) discloses the method as recited claim 1, the 
information associated with the node further indicating a registration lifetime for the 
node, where the registration lifetime is the lifetime the registration request has to be 
verified. 



In reference to claim 14: 
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Malkin et al. (Column 5, lines 5) discloses the method as recited in claim 1, the 
information associated with the node further identifying a Home Address for the node. 

In reference to claim 15: 

Malkin et al. discloses the method as recited in claim 14, further comprising: 
Completing IPCP to establish and configure IP between the node and the Foreign Agent 
using the Home Address, where the IP is configured between the node and foreign agent 
through IP over PPP which is understood to be IPCP. (Column 4, lines 50-65) & 
(Column 5, lines 35-55) 

In reference to claim 16: 

Malkin et al. (Column 4, lines 50-65) discloses the method as recited in claim 1, further 
comprising: 

Receiving a registration reply from the Home Agent, the registration reply identifying a 
Home Address for the node, where the reply from the home agent includes a profile 
containing the remote node IPCP address. 

Claim 17 is rejected for the same reasons as claim 15. 
Claims 34, 35, 36 are rejected for the same reasons as claim 1 . 

Claim Rejections - 35 USC § 103 

4. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 
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(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

5. Claims 19-33 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Malkin et al and "Mobile IP: Design Principles and practices". 

In reference to claim 18: 

Malkin et al. (Column 5, lines 15-20) fails to explicitly discloses the method as recited in 
claim 1, further comprising: 

Receiving a registration reply from the Home Agent, the registration reply including a 
proxy Mobile Node registration sequence number extension indicating a sequence 
number for a registration being performed on behalf of the node by the Foreign Agent, 
the sequence number indicating an order of the registration within a sequence of one or 
more registrations performed by one or more Foreign Agents on behalf of the node. 

Malkin et al however discloses receiving a registration reply from a Home Agent with 
one or more registrations performed on behalf of the node. (Column 5, lines 20-50) 

Malkin et al. also discloses that the intended use of the invention is to provide open 
communication between the home network and the remote node using the Mobile IP 
protocol. (Column 5, lines 40-46) 
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"Mobile IP: Design Principles and practices" (Page 50, Section 3.5.2) reveals that one 
aspect of the Mobile IP protocol uses Sequence numbers to indicate a sequence number 
indicating the order of the registration of within a sequence of one or more registrations 
that starts with the number zero. 

It would have been obvious to one of ordinary skill in the art at the time of invention to 
use aspects of the Mobile IP protocol in Malkin et al. because Malkin et al. discloses the 
usage of the Mobile IP protocol, though for brevity, fails to explicitly disclose that 
particular detail of the protocol. 

In reference to claim 19: 

"Mobile IP: Design Principles and practices" (Page 78, Section 4.8.1) discloses the 
method as recited in claim 18, further comprising: 

Updating a registration table to associate the sequence number with the node, where the 
sequence number is a part of the Mobility Agent Advertisement Extension including the 
care of addresses, (page 45, Figure 3.3) 

In reference to claim 20: 

"Mobile IP: Design Principles and practices" (Page 50, Section 3.5.2) discloses the 
method as recited in claim 1 , further comprising: 

Receiving a registration reply from the Home Agent, the registration reply including a 
proxy Mobile Node extension indicating whether a registration being performed on 
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behalf of the node is a re-registration by the foreign agent or an initial registration by the 
Foreign Agent, where registration is an initial registration if the sequence number is zero, 
and is a re-registration if the sequence number is not zero. 

In reference to claim 21 : 

"Mobile IP: Design Principles and practices" (Page 50, Section 3.5.2) & (Page 78, 
Section 4.8. 1) discloses the method as recited in claim 20 ftirther comprising: 
Updating a registration table to indicate whether the registration being performed on 
behalf of the node is a re-registration by the Foreign Agent or an initial registration by the 
Foreign Agent, where the sequence number used can indicate if the registration is initial 
or a re-registration, and is updated in the registration table with the rest of the information 
of the Mobility Agent Advertisement Extension, (page 45, Figure 3.3) 

Claim 22 is rejected for the same reasons as claim 18. 
Claim 23 is rejected for the same reasons as claim 19. 
Claim 24 is rejected for the same reasons used in claim 18. 
Claim 25 is rejected for the same reasons as claim 19. 

In reference to claim 26: 

Malkin et al. discloses in a Home Agent supporting Mobile IP, a method of processing a 
registration request packet composed on behalf of a node that supports the Point-to-Point 
protocol, comprising: 
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• Determining from the registration indicator whether to accept registration of the 
node with the Home Agent, where one of the registration indicators is whether the 
registration request was replied to within a predetermined amount of time, and is 
accepted if it is. (Column 5, lines 20-27) 

• Composing a registration reply packet indicating whether registration of the node 
with the Home Agent is accepted (Column 5, lines 28-35) 

• Sending the registration reply packet to the Foreign Agent, where the sent packet 
is received by the Foreign Agent (Column 5, lines 28-35) 

Malkin et al. fails to explicitly disclose 

• Receiving the registration request packet from a Foreign agent that is performing 
proxy registration on behalf of the node, the registration request packet including 
a registration indicator indicating whether registration being performed by the 
Foreign agent on behalf of the node is a re-registration by the Foreign Agent or an 
initial registration by the Foreign Agent 

"Mobile IP: Design Principles and practices" (Page 50, Section 3.5.2) discloses 

• Receiving the registration request packet from a Foreign agent that is performing 
proxy registration on behalf of the node, the registration request packet including 
a registration indicator indicating whether registration being performed by the 
Foreign agent on behalf of the node is a re-registration by the Foreign Agent or an 
initial registration by the Foreign Agent, where registration is an initial 
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registration if the sequence number is zero, and is a re-registration if the sequence 
number is not zero. 

Malkin et al. also discloses that the intended use of the invention is to provide open 
communication between the home network and the remote node using the Mobile IP 
protocol. (Column 5, lines 40-46) 

It would have been obvious to one of ordinary skill in the art at the time of invention to 
use aspects of the Mobile IP protocol in Malkin et al because Malkin et al. discloses the 
usage of the Mobile IP protocol, though for brevity, fails to explicitly disclose that 
particular detail of the protocol 

Claim 27 is rejected for the same rationale as claim 2 1 . 

In reference to claim 28: 

Malkin et al. discloses in a Home Agent supporting Mobile IP, a method of processing 
Registration request packet composed on behalf of a node that supports the Point-to-Point 
Protocol, comprising: 

• Composing a registration reply packet indicating whether registration of the node 
with the Home Agent is accepted. (Column 5, lines 25-35) 

• Sending the registration reply packet to the Foreign Agent. (Column 5, lines 25- 
35) 
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"Mobile IP: Design Principles and practices" (Page 50, Section 3.5.2) discloses 

• Receiving the registration request packet from a Foreign Agent that is performing 
proxy registration on behalf of the node, the registration request packet including 
a sequence number indicating an order within the sequence of one or more 
registrations performed by one or more Foreign Agents on behalf of the node, 
where the packet includes the sequence number among other pieces of data. 
(Figure 3.3, Page 45) 

• Determining from the sequence number whether to accept registration of the node 
with the Home Agent, where a registration is not accepted if no rebooting of the 
foreign agent occurs, for example in a rollover of the foreign agent because the 
registration is still the same registration. (Page 50, Section 3.5.2) 

Malkin et al. also discloses that the intended use of the invention is to provide open 
communication between the home network and the remote node using the Mobile IP 
protocol. (Column 5, lines 40-46) 

It would have been obvious to one of ordinary skill in the art at the time of invention to 
use aspects of the Mobile IP protocol in Malkin et al. because Malkin et al. discloses the 
usage of the Mobile IP protocol, though for brevity, fails to explicitly disclose that 
particular detail of the protocol. 

Claim 29 is rejected for the same reasons as claim 18. 
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In reference to claim 30: 

"Mobile IP: Design Principles and practices" (Page 50, Section 3.5.2) discloses the 
method as recited in claim 28, further comprising: 

• Determining from the sequence number whether the registration request packet 
corresponds to an initial registration of the node with the Home Agent, where the 
registration is initial is the sequence number is zero. 

• When the sequence number indicates that the registration request packet 
corresponds to the initial registration of the node with the Home Agent, indicating 
in the registration reply that registration of the node with the Home Agent is 
accepted, where if the registration corresponds to the initial registration of the 
node the mobile node is re-registered. 

In reference to claim 3 1 : 

"Mobile IP: Design Principles and practices" (Page 50, Section 3.5.2) & (Page 78, 
Section 4.8. 1) discloses the method as recited in claim 30, further comprising wherein 
when the sequence number indicates that the registration request packet corresponds to 
the initial registration of the node with the Home Agent, incrementing the sequence 
number to create an updated sequence number, creating an entry in a mobility binding 
table associating the updated sequence number with the node, and providing the updated 
sequence number in the registration reply, where sequence number is incremented by one 
each subsequent time. 



In reference to claims 32 and 33: 
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Both claims 32 and 33 specifically recite claim limitations that disclose a comparison of 
either a second sequence number to be compared or a second care of address to be 
compared with one that has been previously registered with the registration table or 
mobility binding table(also effectively a registration table) 

"Mobile IP: Design Principles and practices" fails to explicitly disclose the 

• When the data values(sequence number or care of address) to be compared are not 
equal to the ones found in the registration table, the registration reply packet is 
denied. 

• When the data values(sequence number or care of address) to be compared are 
equal to the ones found in the registration table, the registration reply packet is 
accepted. 

"Mobile IP: Design Principles and practices" (Page 78, Section 4.8.1) discloses that 
with regards to the mobility binding list, that the home agent is required to create or 
modify an entry regarding a Mobile Node's care of address and registration lifetime, such 
as that indicated in the format of the packet in (figure 3.3, page 45) 

The Examiner takes official notice that it was obvious at the time of invention to deny an 
authentication or disallow full access, if one or more characteristics of a verification 
process were found to be unmatching. 

Examples are Malkin et al. (Column 4, lines 15-20) and 
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"Mobile IP: Design Principles and practices" Page 79, Item 3 further indicates that 
during the validity checking process, if no foreign home extension is found, the home 
agent is required in the reply to reject the registration. 

"Mobile IP: Design Principles and practices" Page 63, Item 133 also indicates that a 
registration by the foreign agent may be denied if there is a mismatch in the 
identification. 

This method is also common to password and authentication processes. 

It would have been obvious to one of ordinary skill in the art at the time of invention to 
deny the registration reply packet if any information characteristics of a registration 
between a Home agent and a mobile node, including a sequence number and care of 
address, were found to be unmatching, in order to prevent mismatching registrations or 
registrations without the proper parameters from being allowed and consequently 
avoiding errors. 

Conclusion 

6. The following art not relied upon is made of record. 

• US patent 6571289 discloses a method for negotiating access to a private network 
for a mobile node that has migrated beyond the private network. 

• US patent 6452920 discloses a method for tunneling between a home network and 
a foreign network. 
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• US patent 6393482 discloses a network that shows interactions between a mobile 
node, a foreign agent, and a home agent. 

• US patent 6577643 discloses network interactions between a foreign network and 
home network that uses PPP to communication within the network and with the 
mobile node. 

• US patent 6496491 discloses a mobile point to point protocol. 

• US patent 6707809 discloses a method for forwarding data in a network where a 
PPP connection is established between a mobile node and the foreign agent. 

7. Any inquiry concerning this communication from the examiner should be directed 
to Thomas M Ho whose telephone number is (703)305-8029. The examiner can normally 
be reached on M-F from 8:30 AM - 5:00 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gregory A. Morse can be reached on (703)308-4789. The fax phone numbers 
for the organization where this application or proceeding is assigned are (703)746-7239 
for regular communications and (703)746-7238 for After Final communications. 
Any inquiry of a general nature or relating to the status of this application or proceeding 
should be directed to the receptionist whose telephone number is (703)306-5484. 
TMH 



August 20, 2004 





